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HIPAA and Notice of Rights and Privacy Practices

NOTICE:

I keep a record of the health care services I provide you. You may ask me to see and copy that record. You may also
ask me to correct that record. I will not disclose your record to others unless you direct me to do so or unless the law
authorizes or compels me to do so.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

Your health record contains personal information about you and your health. State and Federal law protects the
confidentiality of this information. Protected Health Information (PHI) is information about you, including
demographic information, that may identify you and that relates to your past, present, or future physical and mental
health, or condition, and related health care services. If you suspect a violation of these legal protections, you may
file a report to the appropriate authorities in accordance with Federal and State regulations.

I am required by law to maintain the privacy of your PHI and to provide you with notice of my legal duties and
privacy practices with respect to your PHI. This Notice of Privacy Practices describes how I may use and disclose
your PHI in accordance with all applicable law. It also describes your rights regarding how you may gain access to
and control your PHI. I am required by law to maintain the privacy of PHI and to provide you with notice of my
legal duties and privacy practices with respect to PHI. I am required to abide by the terms of this Notice of Privacy
Practices. I reserve the right to change the terms of my Notice of Privacy Practices at any time. Any new Notice of
Privacy Practices will be effective for all PHI that I maintain at that time. I will make available a revised Notice of
Privacy Practices by sending you an electronic copy, sending a copy to you in the mail upon your request, or
providing one to you in person.

How I am permitted to Use and Disclose Your PHI
For Treatment. I may use medical and clinical information about you to provide you with treatment services.
For Payment. I may use and disclose medical information about you so that I can receive payment for the treatment
services provided to you.
For Healthcare Operations. I may use and disclose your protected PHI for certain purposes in connection with the
operation of my professional practice, Solstice Wellness Counseling, including supervision and consultation.
Without Your Authorization. State and Federal law also permits me to disclose information about you without
your authorization in a limited number of situations, such as with a court order.
With Authorization. I must obtain written authorization from you for other uses and disclosures of your PHI. You
may revoke such authorizations in writing in accordance with 45 CFR. 164.508(b)(5).
Incidental Use and Disclosure. I am not required to eliminate every risk of an incidental use or disclosure of your
PHI. Specifically, a use or disclosure of your PHI that occurs as a result of, or incident to an otherwise permitted use
or disclosure is permitted as long as I have adopted reasonable safeguards to protect your PHI, and the information
being shared was limited to the minimum necessary.
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Your Rights Regarding Your PHI
You have the following rights regarding PHI I maintain about you.
Right of Access to Inspect and Copy. You have the right, which may be restricted in certain circumstances, to
inspect and copy PHI that may be used to make decisions about your care. I may charge a reasonable, cost-based fee
for copying and transmitting your PHI.
Right to Amend. If you feel that the PHI I have about you is incorrect or incomplete, you may ask to amend the
information although I am not required to agree to the amendment.
Right to an Accounting of Disclosures. You have the right to request an accounting of the disclosures that I make
of your PHI.
Right to Request Restrictions. You have the right to request a restriction or limitation on the use of your PHI for
treatment, payment, or health care operations. I am not required to agree to your request.
Right to Request Confidential Communication. You have the right to request that I communicate with you about
medical matters in a certain way or at a certain location.
Right to a Copy of this Notice. You have the right to a copy of this notice.
Complaints. You have the right to file a complaint in writing to me or to the Montana Board of Behavioral Health,
Compliance Specialist at 406.841.2357, or email at dlibsdcompliance@mt.gov. if you believe we have violated your
privacy rights. I will not retaliate against you for filing a complaint.

Examples of How I May Use and Disclose Health Information About You
Listed below are examples of the uses and disclosures that I may make of your PHI. These examples are not meant
to be exhaustive. Rather, they describe types of uses and disclosures that may be made.

Use and Disclosures of PHI for Treatment, Payment and Health Care Operations
Treatment. Your PHI may be used and disclosed by me for the purpose of providing, coordinating, or managing
your health care treatment and any related services. This may include coordination or management of your health
care with a third party, consultation with other health care providers, or referral to another provider for health care
services.
Payment. I will not use your PHI to obtain payment for your health care services without your written authorization.
Examples of payment-related activities are making a determination of eligibility or coverage for insurance benefits,
processing claims with your insurance company, reviewing services provided to you to determine medical necessity,
or undertaking utilization review activities.
Healthcare Operations. I may use or disclose, as needed, your PHI in order to support the business activities of our
professional practice including; disclosures to others for health care education, or to provide planning, quality
assurance, peer review, or administrative, legal, financial, or actuarial services to assist in the delivery of healthcare,
provided I have a written contract with the business that prohibits it from re-disclosing your PHI and requires it to
safeguard the privacy of your PHI. I may also contact you to remind you of your appointments

Other Uses and Disclosures That Do Not Require Your Authorization
Required by Law. I may use or disclose your PHI to the extent that the use or disclosure is required by law, made in
compliance with the law, and limited to the relevant requirements of the law. Examples are healthcare licensure
related reports, public health reports, and law enforcement reports. Under the law, we must make certain disclosures
of your PHI to you upon your request. In addition, we must make disclosures to the Secretary of the Department of
Health and Human Services for the purpose of investigating or determining our compliance with the requirements of
the Privacy Rule.
Health Oversight. I may disclose PHI to a health oversight agency for activities authorized by law, such as audits,
investigations, and inspections. Oversight agencies seeking this information include government agencies and
organizations that provide financial assistance to the program (such as third-party payers) and peer review
organizations performing utilization and quality control. If I disclose PHI to a health oversight agency, we will have
an agreement in place that requires the agency to safeguard the privacy of your information.
Abuse or Neglect. I may disclose your PHI to a state or local agency that is authorized by law to receive reports of
abuse or neglect. However, the information I disclose is limited to only that information which is necessary to make
the initial mandated report.
Deceased Clients. I may disclose PHI regarding deceased patients for the purpose of determining the cause of death,
in connection with laws requiring the collection of death or other vital statistics, or permitting inquiry into the cause
of death.
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Research. [ may disclose PHI to researchers if (a) an Institutional Review Board reviews and approves the research
and a waiver to the authorization requirement; (b) the researchers establish protocols to ensure the privacy of your
PHI; and (c) the researchers agree to maintain the security of your PHI in accordance with applicable laws and
regulations.

Criminal Activity or Threats to Safety. I may disclose your PHI to law enforcement officials if you have
committed a crime on my premises or against our staff.

Compulsory Process. I will disclose your PHI if a court of competent jurisdiction issues an appropriate order. We
will disclose your PHI only if we have been notified in writing at least fourteen days in advance of a subpoena or
other legal demand, and no protective order has been obtained.

Essential Government Functions. I may be required to disclose your PHI for certain essential government
functions. Such functions include: assuring proper execution of a military mission, conducting intelligence and
national security activities that are authorized by law, providing protective services to the President, making medical
suitability determinations for U.S. State Department employees, protecting the health and safety of inmates or
employees in a correctional institution, and determining eligibility for or conducting enrollment in certain
government benefit programs.

Law Enforcement Purposes. I may be authorized to disclose your PHI to law enforcement officials for law
enforcement purposes under the following six circumstances, and subject to specified conditions: (1) as required by
law (including court orders, court-ordered warrants, subpoenas) and administrative requests; (2) to identify or locate
a suspect, fugitive, material witness, or missing person; (3) in response to a law enforcement official’s request for
information about a victim or suspected victim of a crime; (4) to alert law enforcement of a person’s death, if I
suspect that criminal activity caused the death; (5) when I believes that protected health information is evidence of a
crime that occurred on my premises; and (6) in a medical emergency not occurring on my premises, when necessary
to inform law enforcement about the commission and nature of a crime, the location of the crime or crime victims,
and the perpetrator of the crime.

Psychotherapy Notes. If kept as separate records, I must obtain your authorization to use or disclose psychotherapy
notes with the following exceptions. I may use the notes for your treatment. I may also use or disclose, without your
authorization, the psychotherapy notes for my own training, to defend myself in legal or administrative proceedings
initiated by you, as required by the Montana Board of Behavioral Health or the US Department of Health and
Human Services to investigate or determine my compliance with applicable regulations, to avert a serious and
imminent threat to public health or safety, to a health oversight agency for lawful oversight, for the lawful activities
of a coroner or medical examiner or as otherwise required by law.

Uses and Disclosures of PHI With Your Written Authorization
Other uses and disclosures of your PHI will be made only with your written authorization. You may revoke this
authorization in writing at any tune, unless I have taken an action in reliance on the authorization of the use or
disclosure you permitted. I will not make any uses or disclosures of your psychotherapy notes other than as specified
above, we will not use or disclose your PHI for marketing purposes, and I will not sell your PHI without your
authorization.

Your Rights Regarding your PHI
Your rights with respect to your protected health information are explained below. Any requests with respect to these
rights must be in writing. A brief description of how you may exercise these rights is included.
You have the right to inspect and copy your PHI. You may inspect and obtain a copy of your PHI that is
contained in a designated record set for as long as I maintain the record. A "designated record set" contains medical
and billing records and any other records that the program uses for making decisions about you. Your request must
be in writing. I may charge you a reasonable cost-based fee for the copying and transmitting of your PHI. I can deny
you access to your PHI in certain circumstances. In some of those cases, you will have a right of recourse to the
denial of access. Please contact me if you have questions about access to your medical record.
You may have the right to amend your PHI. You may request, in writing, that [ amend your PHI that has been
included in a designated record set. In certain cases, I may deny your request for an amendment. If [ deny your
request for amendment, you have the right to file a statement of disagreement with me. I may prepare a rebuttal to
your statement and will provide you with a copy of it. Please contact me if you have questions about amending your
medical record.
You have the right to receive an accounting of some types of PHI disclosures. You may request an accounting of
disclosures for a period of up to six years, excluding disclosures made to you, made for treatment purposes or made
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as a result of your authorization. I may charge you a reasonable fee if you request more than one accounting in any
12-month period. Please contact me if you have questions about accounting of disclosures.

You have a right to receive a paper copy of this notice. You have the right to obtain a copy of this notice from me.
Any questions should be directed to me.

You have the right to request added restrictions on disclosures and uses of your PHI. You have the right to ask
me not to use or disclose any part of your PHI for treatment, payment or health care operations or to family
members involved in your care. Your request for restrictions must be in writing and I am not required to agree to
such restrictions. Please contact me if you would like to request restrictions on the disclosure of your PHI. You also
have the right to restrict certain disclosures of your PHI to your health plan if you pay out of pocket in full for the
health care I provide to you.

You have the right to Opt Out. You have the right to choose not to receive fundraising communications from me.
I do not contact clients for fundraising purposes.

You have the right to Notice of Breach. You have the right to be notified of any breach of your unsecured PHI.
You have a right to request confidential communications. You have the right to request to receive confidential
communications from me by alternative means or at an alternative location. I will accommodate reasonable written
requests. [ may also condition this accommodation by asking you for information regarding how payment will be
handled or specification of an alternative address or other method of contact. I will not ask you why you are making
the request. Please contact me if you would like to make this request.

Electronic Records Disclosure
I keep and store records for each client in a record-keeping system produced and maintained by Therapy Notes
LLC.. Here are the ways in which the security of these records is maintained:

e [ have entered into a HIPAA Business Associate Agreement (BAA) with Therapy Notes LLC. Because of
this agreement, Therapy Notes LLC is obligated by federal law to protect these records from unauthorized
use or disclosure.

e The computers on which these records are stored are kept in secure data centers, where various physical
security measures are used to maintain the protection of the computers from physical access by
unauthorized persons.

e Therapy Notes LLC employs various technical security measures to maintain the protection of these
records from unauthorized use or disclosure.

Here are things to keep in mind about my record-keeping system:

e  While my record-keeping company and I both use security measures to protect these records, their security
cannot be guaranteed.

e Some workforce members at Therapy Notes LLC, such as engineers or administrators, may have the ability
to access these records for the purpose of maintaining the system itself. As a HIPAA Business Associate,
Therapy Notes LLC is obligated by law to train their staff on the proper maintenance of confidential
records and to prevent misuse or unauthorized disclosure of these records. This protection cannot be
guaranteed, however.

My record-keeping company keeps a log of my transactions with the system for various purposes, including
maintaining the integrity of the records and allowing for security audits. These transactions are kept for as long as
Solstice Wellness Counseling has an account with Therapy Notes LLC.

I also use G Suite Business. Here are the ways in which the security of these backups is maintained:

e [ have entered into a HIPAA Business Associate Agreement with G Suite Business. Because of this
agreement, G Suite Business is obligated by federal law to protect these backups from unauthorized use or
disclosure.

e G Suite Business employs various security measures to maintain the protection of these backups from
unauthorized use or disclosure.

e In addition to supporting HIPAA compliance, the G Suite Core Services are audited using industry
standards such as ISO 27001, ISO 27017, ISO 27018, and SOC 2 and SOC 3 Type II audits, which are the
most widely recognized, internationally accepted independent security compliance audits.

Disclosure Regarding Third-Party Access to Communications
Please know that if we use electronic communications methods, such as email, texting, online video, and possibly
others, there are various technicians and administrators who maintain these services and may have access to the
content of those communications. In some cases, these accesses are more likely than in others. Of special
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consideration are work email addresses. If you use your work email to communicate with me, your employer may
access our email communications. There may be similar issues involved in school email or other email accounts
associated with organizations that you are affiliated with. Additionally, people with access to your computer, mobile
phone, and/or other devices may also have access to your email and/or text messages. Please take a moment to
contemplate the risks involved if any of these persons were to access the messages we exchange with each other.
Communications Policy
When you need to contact Solstice Wellness Counseling for any reason, these are the most effective ways to get in
touch in a reasonable amount of time:

e By phone (425)331-9850.

e By text message.

e By email at jill@solsticewellnesscounseling.com
Solstice Wellness Counseling uses a secure “client portal,” where you can fill out demographic information and
other forms, upload documents as needed, manage scheduling, and use the secure online video chat software for our
sessions. Please refrain from making contact with me using social media messaging systems such as Facebook
Messenger or Twitter. These methods have very poor security and I am not prepared to watch them closely for
important messages from clients. It is important that we be able to communicate and also keep the confidential space
that is vital to counseling. Please speak with me about any concerns you have regarding my preferred
communication methods.

This Notice
This Notice of Privacy Practices describes how I may use and disclose your protected health information (PHI) in
accordance with all applicable law. It also describes your rights regarding how you may gain access to and control
your PHI. I am required by law to maintain the privacy of PHI and to provide you with notice of my legal duties and
privacy practices with respect to PHI. I am required to abide by the terms of this Notice of Privacy Practices. I
reserve the right to change the terms of my Notice of Privacy Practices at any time. Any new Notice of Privacy
Practices will be effective for all PHI that I maintain at that time. I will make available a revised Notice of Privacy
Practices by sending a copy to you in the mail upon request, or providing one to you at your next appointment.

Contact Information
Solstice Wellness Counseling acts as our own Privacy and Security Officer. If you have any questions about this
Notice of Privacy Practices, please contact our Privacy and Security Officer:
Jillian D. Martin MS, LMHCA
(406) 359-6352
jill@solsticewellnesscounseling.com

Complaints

If you believe I have violated your privacy rights, you may file a complaint in writing with me, as my own Privacy
Officer, as specified above. You also have the right to file a complaint in writing to the Montana Board of
Behavioral Health, Compliance Specialist or to the US Secretary of Health and Human Services. I will not retaliate
against you in any way for filing a complaint.

Effective date of this notice: April 19, 2023
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